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INFS 4180 – Wireless Packet analysis

Jack is a sysadmin that uses the company WAP exclusively. His MAC address is 00:11:22:33:44:55. He has discovered that his attempts to use the wireless are being dropped and does not know why. He can’t even login to administer his WAP at all. He captures some traffic and has provided that as evidence.

The Challenge: You are the forensic investigator. Can you figure out what’s going on and track the attacker’s activities?
The following questions will help guide your investigation:
• What are the BSSID and SSID of the WAP of interest?
• Is the WAP of interest using encryption?
• What stations are interacting with the WAP and/or other stations on the WLAN?
• Are there patterns of activity that seem anomalous?
• How are they anomalous: Consistent with malfunction? Consistent with maliciousness?
• Can we identify any potentially bad actors?
• Can we determine if a bad actor successfully executed an attack?

Produce a quality report that details your findings while answering the questions listed above. Submit your report to the assignment area by the due date.

